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Section H10

Information Management Strategy (2008/09)

1.

1.1

1.2

1.3

2.1

National Framework for Information Management Systems

Any national guidance on Information Management Systems development is issued to
Fire Authorities via the Department of Community and Local Government (CLG). The
latest national guidance concerns future preparations for the replacement of the
mainscheme radio (FiReLink) and regional control arrangements ( FiReControl).

The legislative framework relates to such issues as the Data Protection Act and misuse
of computers and information, and national telecommunications processes and Freedom
of Information Act. The Government continues to promote joined up government,
information sharing protocols, improved consultation processes and 'E' procurement to
encourage community engagement, community participation, cost effective commerce
and improved partnership working. These principles support the Fire Authority's need to
sustain continued investment in information management systems and standard
approaches to be used for all business systems.

This Strategy is based upon the basic presumptions that:

An effective information and communications infrastructure will be provided and
developed appropriately to ensure that the systems in use or programmed for
development will operate cost effectively over their economic life

All systems in use across the infrastructure will be justified in business case terms
prior to commitment.

Information Management Strategic Aims

The Information Management Strategic Aims are to:

Progress previously agreed system developments in priority order to achieve a fully
integrated management information system as far as is cost effectively possible, which
can be accessed effectively across the organisation on the expanded Wide Area
Network and meet the particular needs of individuals as far as can be practically
achieved.

Determine all new Information Management development priorities according to an
objective assessment of business need, and within the context of a recent restriction
which has been placed upon the Strategy that due to the restrictions in corporate funding
for the foreseeable future, only investment proposals which are regarded as
essential/or have a high priority for the organisation should be approved, with other
schemes identified, but deferred for future consideration.

Ensure users are consulted effectively on system design specifications

Ensure Information Management development projects comply with the corporate
project management arrangements



2.2

2.3

2.4

Complete each medium term Information Management Strategy within the anticipated
timescales, subject to resource constraints

Undertake a post implementation review after the completion of each development
project and following the completion of each medium term strategy

Roll forward the Information Management Strategy to include any outstanding project
developments and take account of future investment priorities in a timely manner

Consider the Information Management Strategy and its associated system support
service in the light of Value for Money, Equality and Diversity and Sustainability
objectives

Ensure effective business continuity arrangements are in place

Encourage the concepts of e-government, Freedom of Information Management, and
easy access to information through an effective website and information management
arrangements

Ensure users sustain effective information management principles in terms of correct
use, storage and archiving of information

Ensure collaboration both within the local government structure of East Sussex and
other Fire and Rescue Services is achieved wherever possible to the long term benefit
of the Authority.

The approved 2008/09 Information Management Strategy indicates that the majority of
projects previously put forward over the last six years are coming to fruition and that, with
the exception of replacement system proposals, other future bids fall into the following
categories are:

essential for expanded business continuity requirements;

essential to meet the future requirements of Firelink;

‘desirable’ if resources are readily available, but by no means essential; and

awaiting national clarification arising from the implications of the FiReControl/Firelink
Projects to the extent that it would be unsafe to proceed on a value for money basis
until firm outcomes were known of the exact system specifications to be used and
functionalities provided by both systems.

The Head of Information Management Manager has undertaken a review of the previously
proposed future projects and determined, as far as possible, what should happen to them in
the light of the rapidly changing circumstances facing ESFRS, including the national
improvement agenda, FiReControl and Firelink, E-IRS, enhanced need to progress
business resilience and other new pressures facing the organisation.

The impact of FiReControl and Firelink Projects will need to be kept under review with
respect to the impacts on the 2008/09 and future Information Management Strategies for the
foreseeable future.



3.

Information Management Systems

3.1 The scope of the current Information Management Strategy now includes all relevant

equipment required including:

All computing and telecommunication development requirements

All communications and telecommunications support requirements
Mainscheme radio (FiReLink)

Fireground radios

Telephone and other systems

Mobile phones and alerters

Mobilising and communications system and its associated Management
Information System (MIS) and Geographical Information System (GIS)
All software support systems

Network systems

Graphics, CAD and audio visual equipment

Intranet and Internet connectivity.

3.2 The current level of Information Management provision is being directed towards the

3.3

3.4

following priorities:

The continued development and upgrading of the Wide Area Network using open
source systems wherever appropriate

Effective business continuity arrangements

The continued support required to implement software systems acquired
previously

The continued support and development for systems recently introduced
Assistance with the design, specification, procurement and project management
processes for the effective delivery of future systems

Resolving all Information Management implications arising from CLG; Audit
Commission; joint partnership working objectives including FiReLink, FiReControl,
E-IRS forms, and other partnership data sharing protocols.

The rollout of FiRelink and FiReControl.

The Information Management Strategies approved in previous years provided a sound and
reliable infrastructure with desktop access to all central applications via the Citrix thin client
system at all ESFRS premises in addition to specific users who have access direct to
particular systems outside of the Citrix environment.

The core of the Information Management/ICT infrastructure is the Network Centre at Service
HQ and the Wide Area Network (WAN) based on the BT DataStream ADSL (same
technology as used by Internet providers) product. The Citrix system provides effective
access to the corporate systems such as the Intranet, Internet (for authorised users) e-mail,
MIS, Retained Turnout & Attendance pay systems and Training Records program. Both core
systems provide low cost of ownership and achieve value for money.



3.5 While every FR&S is aiming to provide similar services, each has an independent
Information Management Strategy. With the advent of e-fire (the fire services equivalent of
electronic government —e-govt) and the proposed Regional Control Centres, a national
direction for IT infrastructures specific to the needs of fire and rescue services was set out in
the CLG roadmap for the Fire & Rescue Service in 2005 and this strategy seeks to adopt
the same direction of travel, albeit that the ESFRS policy will be less dependent upon
Microsoft platforms, using the SuSe Linux system introduced in 2007/08.

3.6 The investment in the ESFRS infrastructure has provided a sound system that meets the
main requirements of a wide area network. The size of connectivity to stations from HQ will
need to be kept under review.

3.7 The previous ICT strategy was benchmarked against three CFAs in the region through visits
and discussions and took in to account discussions with other FRAs both in metropolitan
shire areas. This Review identified:

3.7.1 Areas where ESFRS is exceptionally strong in comparison to other FRAs
: WAN - BT DataStream ADSL network
Cisco Integrated Voice and data network
Networked Cisco IP telephone system (installed at all stations in East Sussex)
In House paging facility
Extended ICT Helpdesk accessibility
Customer Support
Citrix Thin Client
Level of ICT training
Database development
HQ Station CAT 5 Local Area Network (LAN) installations
Purpose built Robust Network Centre
HP Blade Server Technology
Storage (Data) Area Network (SAN)
Integrated printing and Photocopying

3.7.2 Areas of changing ICT requirements

Impact of Regional Control centres on FRS ICT systems
Integration of e-fire in to the FRS back office systems
National shift towards e-learning at fire stations

Shift to/Integrate Microsoft Server based products

3.8 As identified in 3.5 a noticeable shift to Microsoft server based products was underway in
many FRAs in 2006/07, despite the fact that new developments were coming on stream that
would offer open sourced systems as a cheaper, but as effective alternative to the Microsoft
server route. Consequently, a detailed review of the basic architecture of the ESFRS
system was undertaken in 2006 with support from both Novell, Microsoft and Independent
ICT consultants to assess the extent to which ESFRS should adapt its current policy on
architecture in order to ensure that future developments of the backbone of the system offer:



3.9

i. Effective value for money for the next 5 years

ii.  Similar or enhanced levels of business resilience in keeping with Fire & Rescue
Services Act; Civil Contingencies Act and other statutory requirements of this an
emergency service

iii. Enhanced information sharing and system compatibilities with our primary
stakeholders and partners

iv. Enhanced flexibility to utilise a wider range of software products than the present
system can manage.

The outcome of this Review was to migrate to the Novell SUSE Linux Enterprise Server 10
based on Linux 2.6.16 kernel which offered server ‘virtualisation’ whereby different operating
systems and their programs can reside and function within the Linux Server system. If a
Microsoft server is required for operating a particular software, a Microsoft operating system
such as Windows 2000 server or Windows 2003 server can be installed on a Linux server.
This server now operates as a Windows server. However, it remains part of the Linux
Enterprise Server system without any loss of control and administrator rights. The current
trend is to make data centres independent of operating systems. A full report on this review
is available on request. Essentially, the approved migration to SUSE Linux has now been
completed which will resolve many of the issues raised in relation to Novell/Microsoft /FRA
road map and E-fire requirements.

3.10 A complementary review of the current working effectiveness of the Information

4.1

4.2

4.3

Management functions was carried out in 2006/07 and another user survey will take place in
2008/09 to ensure future Strategies achieve further capacity building objectives to help
users in their various functional tasks. There is still much to do.

Management Arrangements

Responsibility for the corporate management of the Information Management Systems
rests with the Assistant Chief Fire Officer at Principal Officer with effect from 1 October
2008 arising from the Principal Officer functional realignment taking place. The Head
of Information Management is responsible on a day to day basis. The Assistant Chief
Officer (Corporate Services) remains responsible for the Information Management
Strategy implications for the purposes of Strategic Planning.

Individual project teams are set up for each of the major Information Management
investment projects and are chaired by a Principal Officer with support from another
member of Corporate Management Team (CMT) and the Head of Information
Management as well as key personnel who will be users/managers of the new systems.

Corporate Management Team consider:

The annual rollforward of the Information Management Strategy

The approval of policy and resource priorities within existing budget limits set by
the Fire Authority

Any new investment proposals prior to the subsequent consideration of the Fire
Authority.



4.4

4.5

4.6

51

5.2

5.3

6.1

6.2

Progress on the approved schemes is monitored by the Assistant Chief Fire Officer on a
guarterly basis.

The day to day operational management responsibility for service delivery is vested in
the Head of Information Management Systems.

The Assistant Chief Officer (Corporate Services) acts as the Freedom Of Information
and Data Protection Officer.

Communications

The current internal methods of communication include:

Information Management Newsletters

Tipsheets on service specific issues

Managers’ Seminars which include updates on key Information Management
projects

Information Management Induction and Training Courses

Website, Extranet and Intranet information management.

External communications are maintained via a variety of means, including:

CFOA National and Regional arrangements
Development issues/User Groups for particular systems
Contact with peers and colleagues within similar organisations across the country.

East Sussex Fire & Rescue Service will use appropriate staff surveys to monitor
employee perceptions on overall progress and development of the Information
Management Strategy at regular intervals.

Approved Information Management Strategy

Progress on approved schemes is monitored by Corporate Management Team on a
guarterly basis.

The Authority determines its future bids for business systems requiring Information
Management investment through a process which identifies, where appropriate, a
detailed business case for each project. An objective assessment is made on the
following basis:

To what extent it achieves direct operational service improvements/legislative
requirements

To what extent it achieves indirect operational service improvements

Level of support service improvements achieved

Its overall cost effectiveness

Its long term desirability (e.g. to support future projects of significance to the
organisation).



7.1

7.2

7.3

8.1

9.1

9.2

9.3

10.

Information Management Support Arrangements

The Information Management Support is provided from the Information Management
Department.

In addition, contractual support continues as follows:

AssetCo for the mobilising and communications system and MIS

Aquiva for the current radio system

ESCC and related contract support for finance/exchequer service mainframe
systems

Northgate for Training Management, Health & Safety and Personnel Services
systems

The most business critical issues to resolve are as follows:

Achieving the development and implementation of a number of key support
systems

Addressing business continuity issues

Ensuring a smooth transition to the nationally driven FiReLink, FiReControl and E-
IRS systems

Achieving a migration to web-browser accessible information for easy access.

Information Management User Survey

An Information Management User Survey was undertaken in Summer 2000/01, the main
results of which were summarised in the approved ICS Strategy 2001/02. (December
2000). All the significant issues arising have now been resolved and a further survey will
take place in 2008/09.

Business Contingency

A business contingency plan is in effect for the mobilising and communications system
including improved standby control arrangements, all office systems and e-mail.

The financial management and exchequer services mainframe applications are
protected by the ESCC business continuity arrangements. .

The responsibility for the security of the Information Management Systems is vested in
the Head of Information Management. A range of security facilities is in place.

Equality Impact Assessment

10.1 A full equality impact assessment is being prepared to complement this Strategy. This

is to ensure that our Strategy takes into account available community profiling
information on the differing needs of needs of people living and working in our area and
will further assist, along with risk reduction information to prioritise our future services.



11. References

11.1 The following Policies and reference documents support this Strategy:

Strategic Plan (five year)

Annual (BVPP) Plan

Other Corporate Strategies
Information Management Manuals

Members Handbook for Standing Orders and Financial Regulations.



